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LEVERAGING ROWHAMMER FOR PHYSICALLY UNIQUE
AND NON-TAMPERABLE DEVICE IDENTIFICATION
ENSURING DEVICE SECURITY AND INTEGRITY THROUGH INNOVATIVE HARD-

WARE-BASED IDENTIFICATION

In the context of industrial control systems, ensuring
the security and integrity of devices is crucial. Tradi-
tional methods often require additional hardware,
which is not feasible for legacy and embedded sys-
tems. The challenge is to develop a cost-effective, se-
cure method for device identification that can be im-
plemented on existing hardware without the need for
additional components. By providing a unique and
non-tamperable identifier, the method could serve as
a trust anchor for secure device authentication, key
generation, and binding software to specific hard-
ware, preventing unauthorized access and software

piracy.
Solution

We have developed a novel approach using the Row-
hammer effect on DRAM, which is a type of memory
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widely used, to implement a Physically Unclonable
Function (PUF). Our method leverages the unique bit
flip patterns induced by Rowhammer to generate a
statistical fingerprint of each device, providing a se-
cure and non-tamperable identifier. Our approach op-
erates in two phases, depicted in Figure 1:

During the enrollment phase, we induce bit flips in the
DRAM to create a unique fingerprint, which is stored
for future reference. The Mahalanobis distance is
used to analyze the distribution of bit flips, enhancing
identification accuracy. In the identification phase,
the device is re-identified by inducing bit flips and
comparing the new fingerprint with the stored refer-
ence using the Mahalanobis distance. This ensures ac-
curate and robust identification by filtering out noise
and focusing on consistent patterns.
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Figure 1: The two phases of our approach.

Key Innovations

Our solution innovates on prior device identification
mechanisms in several aspects:

e Rowhammer PUFs: Using the inherent properties
of DRAM to create unique, unclonable identifiers.

e Statistical Fingerprinting: Employing the Ma-
halanobis distance to compare error distributions,
enhancing identification accuracy.

e legacy System Compatibility: Demonstrating the
method's applicability on widely available con-
sumer PCs with DDR4 memory, ensuring broad
compatibility.

Scientific Contributions

Our research [1,2] contributes the following to the
state of the art:

e Empirical Analysis of Bit Flips: We provide an in-
depth empirical analysis of the repeatability and
distribution of bit flips caused by Rowhammer on
DDR4 memory. This analysis is crucial for under-
standing the stability and reliability of the gener-
ated PUFs.

e QOvercoming Noise in Bit Flips: One of the signifi-
cant challenges we address is the noise in bit flips,
which can affect the reliability of PUFs. We intro-
duce the use of the Mahalanobis distance, a sta-
tistical measure that considers the variance and
covariance of the bit flip distributions. This ap-
proach allows for more accurate and robust iden-
tification by filtering out noise and focusing on the
consistent patterns unique to each device.

e System Identification: Our method not only identi-
fies individual DRAM modules but also the systems
they are used in. This is possible due to the influ-
ence of other hardware components, such as the
memory controller, on the bit flip patterns. This
capability ensures that the PUF cannot be trans-
ferred to another system simply by swapping
memory modules.

e Practical Implementation: We demonstrate the
practical implementation of Rowhammer-based
PUFs on widely available consumer PCs, highlight-
ing our method's feasibility and applicability to ex-
isting hardware without the need for additional
components.

Impact

This breakthrough offers a significant advancement in
device security, particularly for industrial control sys-
tems. By enabling secure device identification with-
out additional hardware, it provides a cost-effective
solution to protect against unauthorized access and
tampering. Our method's compatibility with legacy
systems ensures it can be easily integrated into exist-
ing infrastructures, enhancing overall security.
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